How to scan PL/SQL on Windows

1 This page has been made public for vendors HPE Fortify 4.30 and later
Qu estion Version
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When scanning on a Windows machine, Fortify defaults to scanning SQL code as Workbench + No
T-SQL. To scan the files as PL/SQL, it is necessary to explicitly tell Fortify to interpret Fortify IDE v
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1. Property: The Fortify property com.fortify.sca.fileextensions.sgl may be set to
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either TSQL or PLSQL as appropriate. This may be done in the standard
fortify-sca.properties file or from the command line.

2. Command-line: The SQL language may be set on the command-line (or in
Audit Workbench and IDE GUI interfaces that let you modify the command line)
in two ways. First using the -sql-language option with either TSQL or PL/SQL as
the option value. For example:

Request code review tools,
validations, and support HERE.

sour ceanal yzer -b <build_id> -sql-1anguage
PL/SQ <files>

Or the property may be set from the command line as discussed above:

sour ceanal yzer -b <build_id>
-Dcom fortify.sca.fil eextensions. sql =PLSQL
<files>

3. IDE Options: The SQL language may also be set in the Visual Studio and
Eclipse plugins. Select the Options menu item from the HPE Fortify menu. In
the options dialog, select "Default Project Settings" and the "Analysis
Configuration" tab. On that tab is a dropdown box labeled "SQL Type." Select
PLSQL to scan PL/SQL code as shown below:
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Additional Information

If the SQL code is in a file using file extensions that Fortify is not aware of, then
properties must be set to associate the file extension with the SQL type. The details of
how to do this are described in the technical note How to scan files with non-standard file
extensions.

For example, to scan PL/SQL files with the .pck and .fnc file extensions, the following
would need to be added to the fortify-sca.properties file:
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